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Risk based Multi-layered Approach

L1 1 4

- (11} [ oo
=== T i == [ ) (X}
2= i ammn .
ool — A & o

Data Security and Compliance

B Fasoo provides the data discovery, classification and persistent

security solutions demanded by today’s cybersecurity regulations.

[ Over 1,200 Chief Compliance and Information Security Officers
have deployed Fasoo solutions globally in the financial services,

healthcare, manufacturing, and public sector industries.

General Data Protection Regulation (GDPR)

[ Companies need to be prepared for requirements of the General
Data Protection Regulation that goes into effect on May 18, 2018 in
the EU. The GDPR will transform the way companies protect private
data. The regulation will create a single set of rules that govern the
EU, put users in greater control of their personal data and enforce

greater accountability and heightened enforcement.

Fasoo's data protection can provide the greatest level of security for
companies that do business in the European Union or retain

personal data of residents of the EU.
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Your Data Governance Program is a dynamic initiative, addressing evolving business needs and

emerging regulatory demands. Fasoo provides a foundational set of data security and compliance functions to quickly
help you reach data-centric regulatory milestones. Discover your own path to compliance with Fasoo’s flexible and
easily scalable platform.

Fasoo’s Six Step Pathway to Data Security Compliance

Limit user access and control permissions

Define & Discover

nonpublic information in files Audit files access by users, time, date, action and location
Security ﬁ{,{'}mo (0) {'}:Cojg‘ } Compliance
Classify & Label {}:
files containing nonpublic information Remove access to files no longer

necessary for business

Encrypt
files containing nonpublic information

CISO/Data Protection Officers arc in the process of

aligning their Data Governance Programs to comply with all 99
Articles of the GDPR that take effect on May 25, 2018. Here’'s how
Fasoo can help organizations comply with the GDPR:

B Fasoo data security applications address five critical articles within
the GDPR

The General Data Protection Regulation

B Persistent security of unstructured data regardless of physical location

B Protection of confidential data at rest, in transit and in use Article Sections Article Titles
6.4 (e) Lawfulness of Processing

B Audit trail of access to confidential unstructured data. D . .
o5 1 ata Protection by Design

and by Default
B Automatically disable access to confidential data when usage period 28. 3 (f)(q) 4. Processor
has expired 32 1. (a)(b) Security of Process

47.2 (d)(j) Binding Corporate Rules

B Protection of confidential data with 3" party processors




