CISO/CCO’s face new NYDFS 23 NYCRR 500 deadlines in 2018 and must align

their Data Governance Programs to address data-centric security and compliance
requirements. We can get you started on the road to compliance—quickly and easily.

FasSoo TIME TO GET SERIOUS

about NYDFS Data-Centric Requirements

Four NYDFS Data-Centric Requirements

@

500.15 Encryption of
Nonpublic Information
Implement controls,
including encryption,
to protect Nonpublic
Information held or
transmitted both in
transit over external
networks and at rest

@

500.07 Access
Privileges

Limit user access
privileges to
Information Systems
that provide access to
Nonpublic Information

03)

500.06 Audit Trail

Include audit trails
designed to detect and
respond to Cybersecurity
Events that have a
reasonable likelihood

of materially harming
normal operations

04

500.13 Limitations
on Data Retention
Secure disposal

on a periodic basis

of any Nonpublic
Information that is no
longer necessary for
business operations
or for other legitimate
business purposes

Fasoo’s data-centric solutions comprehensively meet the four requirements of the NYDFS Part 500
Cyber Regulations. Fasoo’s approach offers you a quick way to jump-start your efforts to comprehensive

compliance.

Fasoo’s Six Step Pathway to Data Security Compliance.

Define & Discover
nonpublic information in files

SECURITY

Classify & Label
files containing nonpublic information

files containi

FGasoo

fasoo.com/nydfs

Encrypt
ng nonpublic information

r Limit user access and control permissions

o

ACT NOW: CONTACT US TO GET STARTED TODAY.

EMAIL: nydfs@fasoo.com or VISIT: www.fasoo.com/nydfs for more info

Audit file access by user, time, date, action and location

COMPLIANCE

Remove access to files no longer

necessary for business
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